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FOREWORD

This document provides background information and data guidance for the Public Reporting of
Missing Digital Contact Information. The sections of this document are organized to provide
background, policy and data source.

+ Section 1, “Background and Policy Context,” provides basic background information including
the policy context.

+ Section 2, “Data Source,” provides an overview of the contents of the Public Reporting of
Missing Digital Contact Information, including the source of the data and description of the file.
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1 BACKGROUND AND POLICY CONTEXT

This section provides background and policy context for the public reporting of missing digital
contact information.

In the May 2020 CMS Interoperability and Patient Access final rule, CMS finalized the policy to
publicly report the names and National Provider Identifiers (NPIs) of those providers (or
clinicians) who do not have digital contact information included in the National Plan and Provider
Enumeration System (NPPES) (85 FR 25584).

Digital contact information, also known as endpoints, provide a secure way for health care
entities, including providers and hospitals, to send authenticated, encrypted health information
directly to known, trusted recipients over the internet. Health care organizations seeking to
engage in electronic health information exchange need accurate information about the
electronic addresses (for example, Direct address, FHIR server URL, query endpoint, or other
digital contact information) of potential exchange partners to facilitate this information exchange.
NPPES can now capture information about a wide range of endpoints that providers can use to
facilitate secure exchange of health information (85 FR 25581). Providers may find additional
information on digital contact information in NPPES on the Health Information Exchange page of
the NPPES website

at: https://nppes.cms.hhs.gov/webhelp/nppeshelp/HEALTH%20INFORMATION%20EXCHANG
E.html.

Instructions on how to update digital contact information in NPPES and what fields are required
can be found in the instructional PowerPoint deck, beginning on slide 29,

at: https://nppes.cms.hhs.gov/assets/How to_apply _for_an_NPI_online.pdf. The required fields,
shown on slide 30, are: Endpoint; Endpoint Type; Endpoint Location; Endpoint Affiliation; and
the Endpoint Use Terms and Conditions checkbox.
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2 DATA SOURCE

The source of this data is NPPES. This data includes the NPI and name of providers and
clinicians without digital contact information in NPPES.

Providers can still provide digital contact information in NPPES now. Provider organizations can
also still upload new or updated data elements for their providers in bulk through the NPPES
Electronic File Interchange (EFI) process. The NPPES Missing Digital Contact Information
Report will be updated quarterly and providers may add missing digital contact information to
NPPES prior to publication of the next report.
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